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NAS Server supports two kinds of protocols used for Mac OS clients -
AppleTalk and TCP/IP (Open Transport). Also, NAS Server provides two kind
of security policy for Macintosh Network AFP client.

o Local account authentication - Authenticate user using NAS Server's
local user database.

« Local and domain authentication - If 'Microsoft Network' is enabled,
you can enable both local or domain authentication for AFP client.

e Current Zone - A division between groups of machines when viewed
using AppleTalk. AppleTalk Zones can be seen in the Chooser, the
AppleTalk Control Panel, and the Network Browser. (there’s no
Chooser in OS X)

o Address - It is a unique number that identify the server on the network.
The number on the left of the dot is the network number. The number on
the right of the dot is the node number.
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1. Enabled Macintosh Network (AFP Protocol)

For file accessing, users can access NAStorage via Macintosh Network (AFP
Protocol). NAStorage Server supports two kinds of protocols used for Mac OS
clients - AppleTalk and TCP/IP (Open Transport). You just need enable

Macintosh Network (AFP Protocol) for NAStorage.

A. Apple talk

This mode NAStorage server will use “Apple Talk” to communicate, that mean
Mac clients also need use “Apple Talk” protocol to find the NAStorage server.

Configuration flow: “Network—Macintosh“— Enable —“Enable Macintosh

Network (AFP Protocols)” check box —Select “Apple Talk” — then “Apply”.

Server Network Yolume Security Event Status Backup

Information TCP/AP Windows UNIX/Linux Macintosh Web FTP SHMP Email

¥ Enable Macintosh MNebwork (AFF Protocol)

Protocol
© AppleTalk
 TCRAP (Open Transport)
< Both AppleTalk and TCRAP
Security Policy:
@ Local account authentication
© Local and domain account authentication

Current Zone: IDefault Zone 'I

AppleTalk Address: X000 00K (net.node)

Apply |

You can find the NAStorage server by “Connect to server” function.

Comnect to Server

Choose a server from the ST, OFr 2Rnter a server address

MMAStOorage

sServer - .

£ MNASDBO440ZD
2 NASDBFFEG44
EY MNASDEFFEGSA
2 MNASDBFF8G65C
¥ MNASDBFFRGESE [ -|
E2 MNAaSServer -
k% MAStorage Server -
£ PARADISE v

Address afp: fatf/MNAStorage®s205ervear: ®

Add to Favorites Cance Conmnect
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B. TCP/IP (Open Transport)

In this mode, if Mac clients want to find the NAStorage server, it must use IP
address to find.

Configuration flow: “Network—Macintosh“— “Enable” check box —Enable
Unix/Linux Network (NFS Protocols)—Select “TCP/IP (Open Transport)” —
then “Apply”.

Server Network Yolume Security Event Status Backup

Information TCP/IP  Windows UNIX/Linux Macintosh Web FTP SHMP Email

¥ Enable Macintosh Metwork (AFF Protocol)

Protocol:

& TCP/IP (Open Transporid

Security Policy:
# Local account authentication
© Local and domain account authentication

Current Zone: IDEfault Zone -|

AppleTalk Address: OO0 0 (net.node)

Apply |

In MAC client, you can enter the NAStorage server |IP address to connect
NAStorage server

Connect to Server

Choose a server from the ST, OF ENTEar a Seryer acdress

&% 192.168.120.44 =Y fa

k% 192.168.120.44
£ 192.168.82.30
5E AppleTalk [

=

58 Local Metwork P

= ITEmSs
Address: afp://f192.168.120.44

Add to Favorites Cance Connect
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C. Both AppleTalk and TCP/IP

If you select this mode for NAStorage, Mac clients can find this server by Apple
Talk or TCP/IP

Configuration flow: “Network—Macintosh“— “Enable” check box —Enable
Unix/Linux Network (NFS Protocols)—Select “Both Apple Talk and TCP/IP”
— then “Apply”.

Server Network Yolume Security Event Status Backup

Information TCP/AP Windows UNIX/Linux Macintosh Web FTP SHMP Email

¥ Enable Macintosh Metworlk (AFP Protocol)

Protocol;
< AppleTalk
CTCR/AP (Cpen Transport)

<& Both AppleTalk and TCP/]

Security Policy:
@ Local account authentication
 Local and domain account authentication

current Zone: IDefault. Zomne v[

AppleTalk Address: XG0 X0 (net node)

Apply |
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2. Selecting AppleTalk Zone

NAStorage server support “Apple Talk Zone” mode, you can select a zone
which you want NAStorage server joins. An AppleTalk zone is a logical group
of nodes or networks that is defined when the network administrator configures
the network. The nodes or networks need not be physically contiguous to
belong to the same AppleTalk zone.

Server Network Yolume Security Event Status Backup

Information TCP/P Windows UNIX/Linux Macintosh Webh FTP SHMP Email

¥ Enable Macintosh Metwork (AFP Protocol)

Frotocaol:
© AppleTalk
CTCRAP {Open Transport)
& Both AppleTallkk and TCR/F
Securty Policy:
O Local account authentication
# Local and domain account authentication

Current Zone:

AppleTalls Address: 03774 164(net.node)

Apply |

Connmect ta Server

Choose a server from the s, or enter a server address
Mac v
NAStorage server was
8 Karenzone I B ANGEL-1 under 'l\/laftﬁone a:‘ter
< Mac T @ Leonzo000 Joneforit

[EME

Address

Add to Favorites Cance Connect
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3. Share a share resource in Macintosh environment

If someone want to share a share resource from NAStorage in Macintosh
environment, just need enable “Macintosh Network (AFP)” for share resource.

Configuration flow: “Security Manager—File/Folder “—click “create" —
enable “Macintosh Network (AFP)” —then Apply.

Server Netwaork Veolume Security Event

Information  File/Folder Share ACL Account Quota

Current Path: /DaTAa/

File/Folder Name Owner Sharing | Security
MACOD1 Admin < A
HACODZ Admin Create [£)
HACOD3 Admin Create [£)

Create Folder |

Server Network Yolume Security Event Status

Information File/Folder Share ACL Account Quota

Share Information:
Share Name:  [maco01

Comment |
Share Path: SDATA/MACDOL
Lser Limit: & Unlimited  © AIIDWI Users

Share via Protocols:
M Windows Network (SMB/CIFS)

T UNEALinu Network (NFS) Sharing a share resource

@mmsh Network (AFP) in Macintosh environment

[T wWeh Access (HTTP)

Apply | Close |
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You can connect the NAStorage server by "Apple Talk” or “TCP/IP” protocol
and you will find this share already shared under this server volume list.

o MAStorage Server
$
| . | Select the volumes you wish to mount

4k

Character Set :  Western (Mac)

Cancel OK

There’s one thing need concern, when you connect to the NAStorage server by
MAC client, you just can see the volumes which you have permission under
Macintosh environment.
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4. Setting security for share resource in Macintosh
environment

NAS Server provides two kind of security policy for Macintosh Network AFP
client.

e Local account authentication - Authenticate user using NAS Server's
local user database.

e Local and domain authentication - If 'Microsoft Network' is enabled,
you can enable both local or domain authentication for AFP client.

A. Local account authentication:

Authenticate user will use NAS Server's local user database. You need
change the security policy to “Local account authentication” mode.

Configuration flow: “Network—Macintosh“—Select “Local account
authentication” — then Apply.

W Enable Macintosh Metwork (AFF Protocaol)

Frotocol:

© AppleTall
C TCP/AP (Open Transport)
& Both AppleTallk and TCR/AR

Security Policy:

@aooount authe@

& Local and domain account authentication

Current Zone: IDefault Zone -|

AppleTall Address: XG0 (net.node)

Apply |

After you select this mode, you can assign the permission to local user under
Macintosh environment.

Configuration flow: “Security Manager—-Share “— click “Permission™ —
“Local account” — “Add” user from left to right window and select the
permission— then Apply
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Server I'Network I'Volume | Security I'Event I Status

Information File/Folder Share ACL Account Quota

List of Shares:
Share Name Share Path Permission

MACOOL /DATA/MACO01 (O j
MACONZ /DATA/ HACODZ [ 5

MAC003 /DATL/ MACOO3 (F

OanlE

Security Event Status

ACL Account

Volume

Network
File/Folder

Property | Domain Accuuntl

Share Information:
Share Name: MaACOO1
Share Path: /DATA/MACOOL

Share Permission:

Server NAStorage will count on the

settings here to determine
which user can access data
from NAStorage with certain
read/write permission.

Information Share Quota

Specify Privileged Local Account

========== Unselected =s=s======== ======= T
Afpuserdz ‘F!.II.T - Afpuser
Afpuser0s

Guest

Admin >> |

Ewveryone®

Admins® e |

[ F) IRead,-’IJrit,e(RDJJ -] (A IRead,-’IJrite(RIﬂ] -]

Applsy | Clos=e |

For example (User account Afpuser01), you assign Read/Write permission for
this user in NAStorage server. Therefore this user can mount the share
resource from NAStorage and also can create file/folder in the mount point.

Connect to the file server "MNAStorage Server’

Guest
*) Registered User
MName: afpuser0l
Password: ..

Clear Text Password

Options... Cance Connect
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i = -";‘1 ';} MACD“I —
= = (&) ol A
.[: = [} - i v

Back View Computer Home Favorites Applications

AFP

P

If you change the permission Read/Write to Read-Only for “Aftpuser01” user,
you can mount this share resource but you don’t have write permission in the

mount point.

Security Event Status

Server Network Yolume
Information File/Folder Share ACL Account

Property I Domain Account UHIX/Linux Host

Share Information:
Share MName: MAaCOO]1
Share Path: SDATA/MACOOL

Share Permission:
Specify Privileged Local Account

Quota

Guest
Afpuser0z
Afpu=er03
Admin
Everyone®
Admins*

) [reaa oniviroy 7]

) [reaarvrice (ruy o]

Applas | Clo=se I
#=8=s k% MAC001 =3
- =m0 Wl N @ A

Computer Home Favorites Applications

The item "001" could not be moved because
"MACO01" cannot be modified

oK
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If you assign this user permission to No Access (NA), this user won’t see this

share under volumes list.

Server

Information

Network
File/Folder

Property

Yolume

Event

Security

Share ACL

| Local Account

Account

Share Information:

Share Mame:
Share Path:

Status

Quota

Domain Account

UNIX/Linux Host |

Mac001
FDATA/MACOOL

Share Permission:

Specify Privileged Local Account

Afpuseriz
Afpuser03
Guest
Admin
Everyone®
Admins*

€ [Read/urice Ry 7]

Apply |

£. = MAStorage Server

Select the volumes you wish to mount

4@

Character 5et :  Western (Mac)

Cance oK
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B. Domain account authentication

Authenticate user will use NAS Server's local user database and Windows
PDC’s user database. You need change the security policy to “Local and
domain account authentication” mode.

Configuration flow: “Network—Macintosh“—Select “Local account
authentication” — then Apply.

V¥ Enable Macintosh MNetwork (AFP Protocol)

Protocol:

C AppleTall

CTCPARP {Open Transport)

@« Both AppleTalk and TCRP/IP
Security Policy:

p o
é:gzal and domain account authenti;@'

Current Zone: IDEfault. Zaone -|

AppleTalk Address:  625280.174(net.node)

Apply |

Configuration flow: “Security Manager-Share “— click “Permission" —
“Domain account” — “Add” user from left to right window and select the
permission— then Apply

Server | Network I volume | Security I'Event I Status

Information File/Folder Share ACL Account Quota

Property Local Account | UNIX/Linux Host |

Share Information:

Share Mame: MaCcO01

Share Path: JDATA/MACOOL
Share Permission:

Spe leged Domain Account
========== Tnselected = Privileged
Dafpuser03 pusernl
Dafpuser0z
€ [readsrice (rm =] € [readsrice iy 5]

Apply | Close |
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For example (Domain user account Dafpuser01) you assign Read/Write
permission for this user in NAStorage server. Therefore this user can mount
the share resource from NAStorage and also can create file/folder in the mount
point.

o e Conmnnect to the file server "BMAStorage™ as:

Cuest
=) Registered User

MName: Dafpuseral
Password -
Clear Text Password
Options. .. _anmnce Connmect
T k% MACOO1 =
“3 = m) : — 7Y -
Back Wiew Computer Home Fawvorites Applications
AFP

If you change the permission Read/Write to Read-Only for “Daftpuser01” user,
you can mount this share resource but you don’t have write permission in the
mount point.

Status

Event

Yolume Security

Account

Server Network
Information File/Folder Share ACL

Property I Local Account I UNIX/Linux Host I

Share Information:
Share Mame: MacOO1
Share Path: ADATA/MACOOL

Share Permission:

Specify Privileged Domain Account

—=—=—=—==- Priwileged ==========
RO — Dafpuser0l

Quota

Dafpuser03
Dafpuser0z

) [reaaswrice (ru) =] ) [reaa vrice (ru) B

Applar I Close I
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=

== 5 MACODL -
“3 P =m _— % W M,
Back Wiew : Computer Home Fawvorites Applications

. . The item 001" could not be moved because
"MACOO01" cannot be modified

If you assign this user permission to No Access (NA), this user won’t see this
share under volumes list.

Server Metwork Yolume Security Event Status

Information File/Folder Share ACL Account Quota

Property | Domain Account UNIX/Linux Host |

Share Information:
Share Name: MACOO1
Share Path: ADATA/MACOOL

Share Permission:

pecify Privileged Lecal Accoun

Tne=elected =; Priwvileged ==========

Afpuseriz
Afpuser0d
Guest
Admin
Everyone™®
Admins*

[~ IRead;"Urite(RIJ] -1

Applss | Clos=se |

MASTOrage Server

,
L i
[l

| | select the volumes you wish to mount

ik

Character Set : Western (Mac)

Cancel OK
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5. Setting ACL permission for Macintosh environment

In Macintosh environment, NAStorage also support ACL. Access Control Lists
(ACL) are associated with each file and folder, as well as the list of users and
groups permitted to use that file or folder. When a user is granted access to the
file or folder, an ACL node is created and added to the ACL for the file or
folder.

If you assign permissions to a specific user, the UID of that user is allocated to
the ACL for the file or folder. If the user is then deleted, and the same name is
created as the previous one, the new user does not have permissions to the
file or folder, because the UID will not be the same. The administrator will have
to reconfigure all the group memberships and access rights to the file and
folder.

Note: If the administrator changes the permission on a file or folder that a user
is currently accessing, the permission setting do not take immediate effect
because of the local handle being used by the user. The new rights will only
take effect when the user reconnects to the file or folder.

Configuration flow: “Security Manager—File/Folder “— click “Security " —
“Local account/Domain account ” — Disable the “Inherit from parent
folder” check box—Add user from left to right window and select the
permission— then Apply

Server | Network | Yolume | Security | Event | Status

Information  File/Folder Share ACL Account Quota

Current Path: /DATA/

File/Folder Name Ownher Sharing | Security
V0 HAC0O01 idmin maity(( @ O
\Z 1AC002 icmin Hodify [ A
L L0003 icmin Hodify 0
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Server | Metwork | Volume | Security | Event

Information File/Folder Share ACL Account Quota

Local Account Domain Account

Folder Object: /DATA/HACOD1
Access Control List:
[T Inherit from parent folder
[ Propagate to all subfolders and files.
Specify Privileged Local Account

========== lnselected ========== ========== Priwvileged ==========
afpuser03 Rl - afpuserll

Admin
Guest

afpuserdz e |

Adming®

Everyone® |
=

) [readsvriteiri) 7 @ [reansizicepiy [H]

f: ! H
Read only(R0) Apnl I Clo=e |
Write Onlw W0y BEr

You can assign the following File/Folder permission to a user in NAStorage
server.

No Access (NA): Account has been denied access to the file or folder.
Read Only (RO): Account is allowed to read the file or folder.
Read/Write (RW): Account is allowed to write and read the file or folder.
Write Only (WO): Account is allowed to write the file or folder

Full Control (FC): Account is allowed to read/write and change
permission to the file or folder.
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You will find the path of ACL node under ACL list page and you can also
change the permission for this node.

Configuration flow: “Security Manager—-ACL“— click “Permission" —
“Local account/Domain account ” — Add user from left to right window and
select the permission— then Apply

| Admin Home | User Home | Help |

NAS forage

Server I Network I Volume | Security I Event
Information File/Folder Share ACL Account Quota

¥ Enable ACL control:

Path of ACL Node Ownher Permission | (@)
T —

/DATA/MACOOL idmin (C} ) O
SNS—

Server Metwork VYolume Security Event Status
Information  File/Folder Share ACL Account GQuota

Local Account Domain Account

Folder Object: /DATA/MACOO]
Access Control List:

[T Inherit fram parent folder

[T Propagate to all subfolders and files.

Specify Privileged Local Account

afpuser03

Admin

Guest

afpuserlz o
Admins#

Ewveryone® |
¥ Lt

€ [read/urite(ru;

Apply | Close |




