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1. Enable Unix/Linux Network (NFS Protocol)

For file accessing, users can access NAStorage via NFS(UNIX/Linux) protocol. You just
need to enable Unix/Linux Network(NFS Protocol) for NAStorage.

Configuration flow: “Network—UNIX/Linux “— “Select” check box —Enable Unix/Linux
Network (NFS Protocols)— then “Apply”.

f | Admin Home | User Home | Help |

Information TCP/IP Windows UNIX/Linux Macint Protocol),that NAStorage will acce

Server | Network I'Volume I Security I Event Enable Unix/Liunx Network(NFS
pt
file access via NFS protocol.

v Enabled UMNEBSLinux Metworl: (NFS Protocol)

Default permission for files created by non-MFES protocols

uID: o

G100 |u—

Permission: [rss— pefault
User mapping to UIDGID Modify

Apply |

If you didn’t enable Unix/Linux (NFS Protocol), NAStorage won’ accept file
access via NFS protocol. That mean you can’t use “showmount” command to
list share resource for NAStorage or use “rpcinfo” command to check
NAStorage nfs service status, you will receive a “Port mapper failure”
message.
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< _Enabled UNIX/Linusx Network (NFS Protoco

Default permission fo 5 created by non-MNES protocols

UID: _
NAStorage won’ accept file
=0 access via NFS protocol, if you
= SEEAE didn’t enable Unix/Linux (NFS
ermIssion: Protocol).

User mapping to UID/GID

Modify |

wfly |
/

[Foot@Leon-redhat root]#rpcinfo -u 203.67.163.92 nfs >
rpcinfo: RPC: Port mapper failure - RPE?/Unahle to receive
program 1808883 is not available

[root@Leon-redhat root]# Shownount -e 203.67.163.92 >

mount ﬂlntuup_cr‘eat?: RPC: Port mapper failure - RPC: Unable to receive
[root@Leon-redhat root]# |}

If you disable Unix/Linux (NFS Protocol) for NAStorage, you won’t export any share
resource in NFS environment,

@ | Admin Home | User Home | Help |

Server Network Yolume Security Event Status
Information File/Folder Share ACL Account Quota

Share Information: A}
Share Marne: NFS

Comment:
Share Path;  /JBOD/SMBOO3 You can’t export any share
i b 5 0 resource in NFS environment,
L e S o because Unix/Linux (NFS
Share via Protocols: Protocol) is disable
v Windows Network (SMB/CIFS)

UND/Linux Network (NFS)
v Macintosh Network (AFP)
v Wb Access (HTTR)

Apply Close
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2. Add UNIX Host IP address into Host List
NAStorage support Local authentication policy for NFS protocol, that means if someone
want to mount a share resource from NAStorage, the IP address of the UNIX/Linux host

must be add to Local User DataBase first.

Configuration flow: “Security Manager—Account “— “UNIX Host” — Add Host.

NAS forage

Server Network Yolume
Share

| Admin Home | User Home | Help |

Event
Quota

Security
ACL Account

Information File/Folder

Local Account | Domain Account | UHIX/Linux Host
HostIP: | ~| add |

S

Host List: ===>"Hoat List\====+ Remove |
1 1680120,

9z .168.120.
192.168.120.
192.168.1z20.

192.168.120. The candidates of
UNIX hosts, who
can access data
from NAStorage

192.1658.120.
192.165.120.
192.1a85.120.

192.168.120.
%.168.120.

® If you don’t add any host IP address in UNIX Host table, the default setting was
“Specify privileged hosts”, that means no any UNIX host can’t mount the resource
from NAStorage contents, UNIX host only can see the available share resource by
using “showmount” command but doesn’t have permission to mount .
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NAS forage

Server Network

Yolume | Security

ACL Account

Event

Information File/Folder Share Quota

Share Information:
Share Mame:  HF3
Share Path: /DATA/NFS

Share Permission:

U|DZ|D G|DZ|D PEFmiSSiDﬂZI?SE

 All hosts are permitted: € Read only € ReadAMrite
& Specify privileged hosts:

| Admin Home | User Home | Help |

Property Local Account Domain Account | UNIX/Linux Host

Specify privileged hosts

) [Readsurite(rw) -]

@) [readsvrice mu)

Apply | Cldse |

Every UNIX host can’t mount
the resource from NAStorage
contents if it doesn’t specify
any privileged host

[root@Leon-redhat root]# showmount -e 283.67 A63.92
Export list for 283.67.163.92:
/NFS (everyone)
/SHB {(everyone)
[root@Leon-redhat root]# mount

L67.163.92:/HFS /froot/nastorage/

qount: 783.67.163.92:/NFS failed, reason given by server: Permission denifd—

[root@Leon-redhat root [#
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3. Export a share resource in NFS environment

NAStorage supports NFS v3 network file protocol. If someone want to export a share
resource from NAStorage in NFS environment, just need to enable “UNIX/Linux Network
(NFS)” for share resource.

Configuration flow: “Security Manager—File/Folder “—click “create" — enable
“UNIX/Linux Network (NFS)” then Apply.

NAS forage

Server
Information

| Admin Home | User Home | Help |

Event
Quota

Yolume
Share

Network
File/Folder

Security
ACL Account

Current Path: /DaTa/

File/Folder Name Owner Sharing | Security
HFS Adwmin Create [F)
>
HFS01 Adwmin Cereats)| 6
NFS02 Adwmin Create [F)
HFS03 Adwmin Create [F)

Create Folder
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(U

| Admin Home | User Home | Help |

Network
File/Folder

Event
Quota

Yolume
Share

Share Information:

Server
Information

Security
ACL Account

Share Mame: NFS

camment:

Share Path: /JBEOD/SMEDD3

User Limit: + Unlimited Allo Users

Share via Protocols:
v Windows Metwork (SMBACIFS)

v UNELIiNUx Network (NES

v Macintosh Network (AFP)
v Weh Access (HTTP)

Export a share
resource in NFS
environment(?)

Apply Cloze

Use “showmount” command for list the available share resource under NAStorage

[rootE@Leon-redhat root]# showmount -e 283.67.163.92
Export 1list for 283.67.163.92:
FS {(everyone

Available share resource
list under NAStorage
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4. Setting security for share resource in NFS environment

NAStorage will trust the UNIX host (mounting volumes from NAStorage) to check UID,
GID of logon user with the permission of mounted NAStorage share resource and the
files/folders. The permission (Owner — User & Group, and access right — rwx rwx rwx)
configured in NAStorage web admin page will be set as the default permission of mount
point while NFS client mounts it.

Share Permission: Specify privileged hosts

NAStorage will count on the settings here to determine which UNIX hosts can access
data from NAStorage with certain read/write permission.

Configuration flow: “Security Manager—Share “— click “Permission™ — “UNIX Host”
— “Add” UNIX host IP address from left to right window and select the permission then

Apply

@ | Admin Home | User Home | Help |

Server I Network I Volume [ Security I'Event I Status
Information File/Folder Share ACL Account Quota q

List of Shares:
Share Name Share Path Parmission w

NFS /DATL/NES m

~~—~
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@ | Admin Home | User Home | Help |

Yolume Security Event
File/Folder Share ACL Account Quota

Property | Local Account Domain Account | UNIX/Linux Host

The access permission of
this share resource. When

NFS client mount this share
resource, the permission of
mount point will be replaced
with this one.

NAStorage will count on the
A5 settings here to determine
Share Permission: which Unix hosts can access

<D0 GiDjo Permission.755 > data from NAStorage with
All hosts are permitted: Read only ~ Read/hrite certain read/write permission.
« Specify privieged hosts:

Specify privileged hosts
192.168.120.202 - =====csa Pridfieged ========
192.168.120. 201
152,168, 120. 200
192.168.120.199
192.168.120.197

192.168. 120,196
192.165.120.195 Al

) Read/Vrive(RW) ~ ®) [readsurice (2

Apply Close

For example,(UNIX/Linux host 192.168.120.198) you assign Read/Write permission
for “192.168.120.198” host in NAStorage. Therefore this host can mount the share
resource from NAStorage and can also create file/folder in the mount point.

[rootELeon-redhat root]# showmount -e 283 .67 .163.92
Export list for 283.67.163.92:

/NF3 {everyone)
/SHB {(everyone)
[root@Leon-redhat root]#cmount 203.67.163.92:/NFS /root/nastorage/ >
[rootE@Leon-redhat root]#t 15 -1

total 28

—Fu-F——F-- 1 root root 25 17:26 anaconda-ks.cfqg
drwxr—Xr—-x 2 root root 11 15:23 autosave
drux--——---—- 3 root root 11 18:21 Desktop
druxr-xr-x 2 root root 12 18:21 nastorage
druwg—————— 2 root root 3 14:84 nsmail
druwx——x——x 2 root root 4 18:86 Picture
druxrwir—x 2 root root 11-391 nrafile

[root@Leon-redhat root]# cd nastorage/
[rootELeon-redhat nastorage J4EMRdir test—

This host has Read/Write permission for
the share resource point from NAStorage

[rootBLeon-redhat nastorage]#t 1s -1 and also can create file/folder in the
total 4 mount point.
drwxFwErus 2 root root 48 Jul 12 11:35 test

[root@Leon-redhat nastorage]# |
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You can check this mount point permission already changed to UID:root GID:root
Permission:755. If the UNIX host has R/W permission for this share, root user also can
issue “chown / chmod” command to change the owner/permission for this mount point.

[yrootEBLeon—redhat »ootlIff 1= —1
total 32
—Pu—pr———— oot oot 1124 Jun 25 1726 anaconda—-ks.cfg
dr vy —xr—x oot root 4096 Jul 11 15:-23
—EIE M oot oot 2223 Sep 4 13:-4% compare
oot root 4826 Jul 11 18:-21
root root 48 Sep 2 11 :-81
oot oot 4096 Jul 3 14:-894
oot root 4896 Jul 4 1@d:86
A e —x »oOot »root 40926 Jun 26 11:-31

[root@FLeon—»edhat r»ootI#f chowvn nfszsH@l tnasuser» nastorage.
[rootRPLeon—redhat »ootlIff 1= —1

total 32
—Pw—p—
dr e — i —x
B ol L e T T

root root 1121 Jun 17:26 anaconda—ks.cfg
oot oot 4@l3%6 Jul 15:=23

oot root 2223 Sep 13:=47 compare

oot root 426 Jul 18:-21

nf=0@01 nasus e 48 Sep 11 =91

oot root 4896 Jul 1-4:=84

oot »root 4096 Jul 168 :-86

oot root 476 Jun 11 =31

L B DD B L e B e

A —ix

If you change the permission for this mount point, the admin page share permission will
also be change.

Share Infermation:
Share Mame: NF3
Share Path: SDATASNES

Share Permission:

U510 I PErmission: 755

Cx»root@FlL.=eon—yaedizats oot IJH ttad 1l et - OQEckLiyk

A ger-ous: vy = = o Ed =

== = = /S

= > SRR

Of S = e S -l =

e =/t x-S S =

tesi S x> = SEe =

Tuewin—C-TdH P e = S AT =

W asiaserr =S =222 Ileaomnbasaa

oy LA - = 5l F =

Ihhadar =51 -4 =

CxroootctiEIl.eon —»edbhes e oot JH tadil et o ppeoas s esdl

of/m = =B =2FHEAE - - ~homega s hdnmncohhash

gmae =1t —x2x o H508B5S -cZ2EAE - - home Sguaee =t - ohdnnnoThhas

rtest cxx=5BEG6 580G = - ~home~test s hin—lhbash

E.ECOMCIDHS cCox cS@8E c 188 - LEOMCOCDH - ~dew - mum1 1 - ~himnfalse
‘hﬂinr1e:+$:=x:=5(39'=1JBEI==,fﬂ1=u,fnlllﬁl=_ftuin,ffanlsu3
S ain & = AR > =53 A= Z2EOEA ~home =0l - o hame s o

mF =882 »=5dd = Z2Z2EE ~hhome - nfFs002 c - himntha=sI

i =EA8BEAax=E > =5hid 2 -Z2EE ~hhome -~ nnEF=0BE83F - ~himnha=s

caraa lhesma s o531 F o208 - - ~home ~coarrro Ilh=sm - -~ hhim-haoash

Ihady o hid=-4=-513 -4 = = ~~home . ~"lThadyw - ~hhimnTha=s
CxrootPl.con—aedhat oo IH

10
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If you change the permission Read/Write to Read-Only for “192.168.120.198” host, you
can mount this share resource but you don’t have write permission in the mount point.

@ | Admin Home | User Home | Help |

Server I'Network I'Volume | Security I"Event

Information File/Folder Share ACL Account Quota

Domain Account | UHIX/Linux Host

Property Local Account
Share Information:
Share Mame:  NE3
Share Path: /DATA/NES
Share Permission:
D 510 GIDczoo  Permission: 755

All hosts are permitted: Readnirite

* Specify privileged hosts:

Read only

Tnselected
120,
120,
120,
120,
L1200,
L1200,

Fead/Write (BRIl ~

255
254
253
252
251
250 A

Apply Close

Specify privileged hosts

€ [readmice mW)

This host has Read-Only permission for
the share resource point from
NAStorage and can'’t create file/folder in
the mount point.

[rootELeon-redhat root]# showmount -e 283.67.163.92

Export list for 283.67.163.92:
/NF3 {everyone)
/3HB {everyone}
[voot@Leon-redhat root]# mount 283.67.163.92:/
[rootELeon-redhat root]# 15 -1

total 28

—-ru-r--r-- 1 root root 1121 Jup 2%
druxlr-Xr—-¥ 2 root root Lo Jul 11
drus—————-— 3 root root LB96 1
druxlr-Xr—-¥ 2 root root 48 Jul 12
druxg—————- 2 root root La9a 2
drux——x——x 2 root root LA94 4
druxruxr—x 2 root root L9 Jun 26

[voot@Leon-redhat root]# cd nastorage/
[rootELeon-redhat nastorage]#t midi est
mkdir: cannot create directopy “test': Permission
[rootELeon-redhat nastorage j# rm —-rf tmp

rm: cannot remove directory -
[voot@Leon-redhat nastorage ]#

11

: Permission denied

/root/nastorages

1726
15:23
18:21
1446
14: 84
18:86
11:31

anaconda-ks.cfg
autosave
Desktop
nastorage
nsmail

Picture

profile

denied
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Share Permission: All hosts are permitted

NAStorage will allow set permission (Read-Only/Read-Write) for all hosts, that means
if someone wants to share a share resource for all host and assign all host
Read-Only/Read-Write permission in NFS environment, just select “All host are
permitted” and assign “Read-Only/Read-Write” permission.

@ | Admin Home | User Home | Help |

Server Network Yolume Security Event
Information File/Folder Share ACL Account Quota

Property Local Account Domain Account | UNIX/Linux Host

Share Information:
Share Narne: NFS
Share Path: SDATA/NFS

Share Permission:
UD: 510  GIDizoo  Permission: 755

+ All hosts are permitted: = Read only ~ Read/Wrie>

Specify privileged hosts,

Specify privileged hosts

======== Ungelected ======== & ======== Privileged ========
192.168.120. 255 RO - 192.165.120.195
192.168.120. 254

192.168.120. 253

192,168,120, 252

19z,168.120.251

192.168.120. 250 i

) [Readsrice (B ) Read only(ro)

Apply Close

12
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5. For NFS client to access data from NAStorage

In UNIX-like network environment, we could use “mount” command mounting a share
resource from NAStorage. (For example, the IP address of NAStorage is
192.168.120.44)

First of all, login UNIX/Linux host in Root permission, because only root user can use
“mount” command.

Use “showmount” command to list the available share resource under NAStorage

[root@Leon-redhat root]# showmount -e 192_168.128.44
Expor i F o192 168120844 : Available share

HF5883 (everyone resource list under
FHFSBB2 (everyone) \NAStorage

F5881 (everyone
[root@ eon-redhat root]# [

Make an empty directory /nastorage as a mounting point under /root directory.
[root@Leon-redhat root]# mkdir nastorage
[root@Leon-redhat root]# 1s -1 original permission “755"
total 12 i i

“Fu-r--F-- 1 0 1121 Jun 25 17:26 anaconda-ks.cfq

<gruxr-xr-x 2 root  roof > 4996 Jun 28 15:08 nastorage

druxrusr-x 4 root root 4896 Jun 26 11:31 profile
[root@Leon-redhat root]i |

mount point: /root/nastorage; the

Use mount command mounting /INFS001 to mounting point /root/nastorage. Please
make sure the case sensitive of the share resource, because “NFS001” was totally
different with “nfs001” in NFS file system.

® The permission (Owner — User & Group, and access right — rwx rwx rwx) configured
in NAStorage web admin page will be set as the default permission of mount point
while NFS client mounts it.

[voot@Leon-redhat root]# mount 192_168.120.44:/HF3881 froot/nastorage/
[root@Leon-redhat root]# 1s -1

total 12

“ru-r--F-- 1 root ront 1121 Jun 25 17:26 anaconda-ks.cfq
—drug-————- <2 root root 144 Jan 5 1998 nastorage—

druwxruwxr—x 3 root §8%6 Jun Z6 11:31 profile

[rootBLeon-redhat root]

The permission of mount

point “/root/nastorage” has
been changed from “755”

to “700".

13
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Share Information:

Share Mame;  NFs001
Path: /ROOT/NF3001 ‘/////////////
Share Permission:
@L GID:|o Permissiun:i?‘ﬂ)

& All hosts are permitted: & Read-Only € Read/rite

2 Cranifo mrivilacad lbaedes

Change to directory /nastorage and use Is command to see the contents. You will find
the contents of /NFS001 already be mounted under /root/nastorage

[rootELeon-redhat root]# cd nastorage/
[rootELeon-redhat nastorage]#t 1s -1

total 524

L i 1 leonhsu leonhsu 512784 Jan 5 1998 dialer.exe
—FURFWXFUE 1 root root 11536 Jan 5 1998 htrn_jis.dll
—FWXFUXFu 1 root root 6416 Jan 5 1998 hypertrm.exe

[root@Leon-redhat nastorage]# |J

Use mount command to check the all mounting point of this local machine.

[Foot@Leon-redhat nastorage]# mount
fdev/hda2 on / type ext3 (ru)
none on fproc type proc (rw)
usbdeufs on /proc/bus/usb type usbdevfs (ru)
fdev/hdal on fboot type extd {(rw)
none on fdev/pts type devpts {rw,gid=5,mode=628)
none on fdev/shm type tmpfs (ruw)
none on fproc/sys/fs/hinEnt misc typo bipfat misc (ru)

< 192.168.120.44:/NFS081 on /root/nastorage type nfs (ru,addr=192.168.128.44) >
[root@Leon-redhat nastorage i

Use UNIX command: “chmod” & “chown” to change file/folder permission

[rootELeon-redhat nastorage]# chmod 7808 dialer.exe
[root@Leon-redhat nastorage]# chown leonhsu:leonhsu dialer.exe
[root@Leon-redhat nastorage]# 1s -1

total 524

“FUR-—————= 1 leonhsu leonhsu 512784 Jan 5 1998 dialer.exe
~FURF U UK 1 root root 11536 Jan 5 1998 htrn_jis.dll
~PURFURFUR 1 root root 6416 Jan 5 1998 hypertrm.exe

[rootELeon-redhat nastorage]i ||

Un-mount volume from NAStorage.

14
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[rootElLeon—-redhat root]# umount nastoragey
[vootElLeon—-redhat root]# mount

fdevshda2 on / type ext3d (ruw)

none on fproc type proc (rw)

usbdevfs on Ffproc/fbusfush type usbdeuvfs (rw)

fdevshda1l on fboot type ext3 (rw)

none on fdev/spts type devpts (rw,gid=5,mode=620)

none on fdeuv/shm type tmpfs {ruw)

none on fproc/sys/sfs/shinfmt_misc type binfmt_misc {ruw)
[FootELeon-redhat root]i# [

15
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6. Multiple UIDs on a particular IP for read/write access to a
share resource.

In our NAStorage (NFS environment) design, we just assign UID, GID and Access

right to the mounting directory as its default permission. If you want give multiple UIDs
has read/write access right, it should be handle by UNIX/Linux machine, not by
NAStorage. But anyway, we still make an example for you if you went reach the purpose.

First of all, login UNIX/Linux host in Root permission, create a group ”nasuser”. You can
check this new group’ID (GID) by checking file /etc/group.

[rootELeon—redhat root]#i groupadd —g 288 nasuses>
[roottELeon—redhat root]# tail Fetc/s/group
pPYmzx-2n:
leonhsu-x:-580G:
ingrasys-=x:-581:
es-x=x-58@2:C
Esox-5S83:
qa-=x:-5S84:
quest-x:585%: Great a group(nasuser)
testox-5086:C / and assign ID number 200.
Leon—CDH:-=-589:

< _nasuser:Ix:-ZOA: >

[rootE@Leon—redhat root]# |Jj

Then flied it to NAStorage as below picture. If group "nasuser™ ID is 200,
type GID "200" and change the default permission 755 to 775,that means this group has
read/write permission (group attribute=7) to access share resource.

16
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| Admin Home | User Home | Help |

NAS forage

The access permission of
this share resource. When
NFS client mounts this share
resource, the permission of
mount point will be replaced
with this one.

Security Status

ACL Account

Local Account | Domain Account | UNIX/Linux Host

NF3001
/DATA/NF301

Event
Quota

Yolume
Share

-ile/Folder

Share Permission:

GlD:zo0 Permis@

¢ All hosts are permitted: ¢ Read only € ReadAlrite
& Specify privileged hosts:

Specify privileged hosts

192,166,120, 152
192,168,120, 200
19Z.165. 120,197
192.165.120. 196
192,168,120, 159
192.1658.120.154

€ [readsurite ) 7 € [readswrite p 7

Apply | Close |

Use mount command mounting a share resource from NAStorage to mounting point
/root/nastorage in Unix host. Basically, you will see the permission of the mounting point is
775, UID root , GID nasuser.

[root@Leon-redhat root]# mount 283.67.163.92:/NFS /root/nastorage/
[rootELeon-redhat root]# 1s -1

total 28

-Fu-r--r-- 1 root root 1121 Jun 2% 17:26 anaconda-Ks.c
—JAFWEFuWRr-% 2 root _  nasuser 48 Jul 4 11:14 nastorage __——

drug------ 2 root 50956 Jul : i

drux--x--x 2 root root The permission of mount point

druxruxr-x 3 root root “Iroot/nastorage” has been changed

from “755” to “775”. UID root/0 , GID
nasuser/200.

[rootELeon-redhat root]# ]

In UNIX host , You can assign the multiple UIDs (base on you want) to GID
"nasuser" that mean these UIDs can read/write access to this volume. Because the
second bit already change to 7 (755 to 775).

17
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[rootEleon-redhat root]#f useradd
[rootElLeon-redhat root]#f useradd —-g nasuser nFsB882
[frootELeon-redhat root]# useradd\-g nasuser/nfs@83
[rootELeon-redhat root]# tail Ffetc
esIx:5082:582::/homefes:-/sbin/sbash
ts:x:5083:583: - /home/ts:/binfbash
qE:H:Eﬂu:Eﬂu::fhﬂmEqu:fhiﬂthS? Create user (nfs001 ~ nfs002 ~ nfs003) and
quest:x:EﬂS:EﬂE::IhumEIqUESt:{hl assign them into * nasuser” group.
testix:506:506:/home/stest - /bin/ba—-
LEOMCDHS : %588 :188:LEONCDH : fdev/nul hin/false
winnert:x:5089; i/ false

—Q nasuserm\nfsafi

nfsB@2:x 511280 :¥home /nfsB82 - /bin/bash
nfsBA3:x 5125280 7/home A nfsBA3 - /bin/bash
[rootBLeon-red root]# [

Login UNIX/Linux host in these UIDs permission. for example “nfs001” user. You will find
the contents of INFS already be mounted under /root/nastorage with UID “root” GID
“nasuser” “775” permission. That means you have Read/Write permission to access
share resource, because you were belong to “nasuser” group.

)@Leon-redhat root]$ 1s -1

-ru-r-——r—--

1 root root 1121 Jun 25 17:26 anaconda-ks.cfg
druwxr—xr—x root 48946 Jul 11 15:23 autosave
druwg—————-— 3 root 4896 Jul 11 18:21 Desktop
druwxrwsr—x 3 nasuser 72 Jul 12 15:34 nastorage
druwx—————- 2 root 48946 Jul 3 14:84 nsmail
drux——-x——x 2 root 4896 Jul 4 18:86 Picture

druxruwsr-x Jun 26 11:31 profile

User “nfs001” can Read/Write for this
mount point and the create file belong to
user “nfs001”.

L Jul 12 15:34 test
48 Jul 12 15:51 tmp

2 nfsam nasuser
2 nfsam nasuse
=1
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