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1. Enable Unix/Linux Network (NFS Protocol) 

For file accessing, users can access NAStorage via NFS(UNIX/Linux) protocol. You just 
need to enable Unix/Linux Network(NFS Protocol) for NAStorage. 

 
Configuration flow: “Network–UNIX/Linux “→ “Select” check box –Enable Unix/Linux 
Network (NFS Protocols)→ then “Apply”. 
 

 
   
  If you didn’t enable Unix/Linux (NFS Protocol), NAStorage won’ accept file 

access via NFS protocol. That mean you can’t use “showmount” command to 
list share resource for NAStorage or use “rpcinfo” command to check 
NAStorage nfs service status, you will receive a “Port mapper failure” 
message. 

Enable Unix/Liunx Network(NFS 
Protocol),that NAStorage will accept 
file access via NFS protocol.
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  If you disable Unix/Linux (NFS Protocol) for NAStorage, you won’t export any share 

resource in NFS environment, 
  

 

NAStorage won’ accept file 
access via NFS protocol, if you 
didn’t enable Unix/Linux (NFS 
Protocol). 

You can’t export any share 
resource in NFS environment, 
because Unix/Linux (NFS 
Protocol) is disable 
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2.  Add UNIX Host IP address into Host List  

NAStorage support Local authentication policy for NFS protocol, that means if someone 
want to mount a share resource from NAStorage, the IP address of the UNIX/Linux host 
must be add to Local User DataBase first.  
 
Configuration flow: “Security Manager–Account “→ “UNIX Host” → Add Host. 

 

 
 
 

 If you don’t add any host IP address in UNIX Host table, the default setting was 
“Specify privileged hosts”, that means no any UNIX host can’t mount the resource 
from NAStorage contents, UNIX host only can see the available share resource by 
using “showmount” command but doesn’t have permission to mount . 
 
 
 

The candidates of 
UNIX hosts, who 
can access data 
from NAStorage 
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No UNIX/Linux host I

Every UNIX host can’t mount 
the resource from NAStorage
contents if it doesn’t specify 
any privileged host 
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3.  Export a share resource in NFS environment 

NAStorage supports NFS v3 network file protocol. If someone want to export a share 
resource from NAStorage in NFS environment, just need to enable “UNIX/Linux Network 
(NFS)” for share resource. 

 
Configuration flow: “Security Manager–File/Folder “→click “create" → enable 
“UNIX/Linux Network (NFS)” then Apply. 
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Use “showmount” command for list the available share resource under NAStorage 
 

 

 
 
 
 
 
 
 
 
 
 
 

Export a share 
resource in NFS 
environment(?) 

Available share resource 
list under NAStorage
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4.  Setting security for share resource in NFS environment 

NAStorage will trust the UNIX host (mounting volumes from NAStorage) to check UID, 
GID of logon user with the permission of mounted NAStorage share resource and the 
files/folders. The permission (Owner – User & Group, and access right – rwx rwx rwx) 
configured in NAStorage web admin page will be set as the default permission of mount 
point while NFS client mounts it. 
 
Share Permission:  Specify privileged hosts    
 
 NAStorage will count on the settings here to determine which UNIX hosts can access 
data from NAStorage with certain read/write permission. 
 
Configuration flow: “Security Manager–Share “→ click “Permission" → “UNIX Host” 
→ “Add” UNIX host IP address from left to right window and select the permission then 
Apply 
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  For example,(UNIX/Linux host 192.168.120.198) you assign Read/Write permission 

for “192.168.120.198” host in NAStorage. Therefore this host can mount the share 
resource from NAStorage and can also create file/folder in the mount point.  

 

 

The access permission of 
this share resource. When 
NFS client mount this share 
resource, the permission of 
mount point will be replaced 
with this one. NAStorage will count on the 

settings here to determine 
which Unix hosts can access 
data from NAStorage with 
certain read/write permission. 

This host has Read/Write permission for  
the share resource point from NAStorage 
and also can create file/folder in the 
mount point. 



 

10 

You can check this mount point permission already changed to UID:root GID:root 
Permission:755. If the UNIX host has R/W permission for this share, root user also can 
issue “chown / chmod” command to change the owner/permission for this mount point. 
 

 

 
If you change the permission for this mount point, the admin page share permission will 
also be change. 
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If you change the permission Read/Write to Read-Only for “192.168.120.198” host, you 
can mount this share resource but you don’t have write permission in the mount point. 

 

 

 

This host has Read-Only permission for 
the share resource point from 
NAStorage and can’t create file/folder in 
the mount point. 
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Share Permission:  All hosts are permitted 
 

NAStorage will allow set permission (Read-Only/Read-Write) for all hosts, that means 
if someone wants to share a share resource for all host and assign all host 
Read-Only/Read-Write permission in NFS environment, just select “All host are 
permitted” and assign “Read-Only/Read-Write” permission.  
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5.  For NFS client to access data from NAStorage  

In UNIX-like network environment, we could use “mount” command mounting a share 
resource from NAStorage. (For example, the IP address of NAStorage is 
192.168.120.44) 
 
First of all, login UNIX/Linux host in Root permission, because only root user can use 
“mount” command. 
 
Use “showmount” command to list the available share resource under NAStorage 

 
Make an empty directory /nastorage as a mounting point under /root directory. 

 
Use mount command mounting /NFS001 to mounting point /root/nastorage.  Please 
make sure the case sensitive of the share resource, because “NFS001” was totally 
different with “nfs001” in NFS file system. 
 

 The permission (Owner – User & Group, and access right – rwx rwx rwx) configured 
in NAStorage web admin page will be set as the default permission of mount point 
while NFS client mounts it. 

 

 
The permission of mount 
point “/root/nastorage” has 
been changed from “755” 
to “700”. 

Available share 
resource list under 
NAStorage

mount point: /root/nastorage; the 
original permission “755”, 
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Change to directory /nastorage and use ls command to see the contents. You will find 
the contents of /NFS001 already be mounted under /root/nastorage 
 

 
Use mount command to check the all mounting point of this local machine.  
 

 
 
Use UNIX command: “chmod” & “chown” to change file/folder permission 

 
Un-mount volume from NAStorage. 
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6.  Multiple UIDs on a particular IP for read/write access to a 
share resource. 
 
In our NAStorage (NFS environment) design, we just assign UID, GID and Access 
right to the mounting directory as its default permission. If you want give multiple UIDs 
has read/write access right, it should be handle by UNIX/Linux machine, not by 
NAStorage. But anyway, we still make an example for you if you went reach the purpose. 
 
First of all, login UNIX/Linux host in Root permission, create a group ”nasuser”. You can 
check this new group’ID (GID) by checking file /etc/group. 

 

 
Then flied it to NAStorage as below picture. If group "nasuser" ID is 200, 
type GID "200" and change the default permission 755 to 775,that means this group has 
read/write permission (group attribute=7) to access share resource. 
 

Great a group(nasuser) 
and assign ID number 200. 
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Use mount command mounting a share resource from NAStorage to mounting point 
/root/nastorage in Unix host. Basically, you will see the permission of the mounting point is 
775, UID root , GID nasuser. 

 

 
In UNIX host , You can assign the multiple UIDs (base on you want) to GID 
"nasuser"  that mean these UIDs can read/write access to this volume. Because the 
second bit already change to 7 (755 to 775). 
 

The access permission of 
this share resource. When 
NFS client mounts this share 
resource, the permission of 
mount point will be replaced 
with this one. 

The permission of mount point 
“/root/nastorage” has been changed 
from “755” to “775”. UID root/0 , GID 
nasuser/200. 
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Login UNIX/Linux host in these UIDs permission. for example “nfs001” user. You will find 
the contents of /NFS already be mounted under /root/nastorage with UID “root” GID 
“nasuser” “775” permission. That means you have Read/Write permission to access 
share resource, because you were belong to “nasuser” group. 
 

 

Create user (nfs001、nfs002、nfs003) and 

assign them into “ nasuser”group. 

User “nfs001” can Read/Write for this 
mount point and the create file belong to 
user “nfs001”. 


